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1 Technical acronyms

AUX

Auxiliary

DC

Direct Current

DHCP

Dynamic Host Configuration Protocol

DMZ

Demilitarized Zone

DNS

Domain Name System

ESET NOD 32®

Antivirus developed by ESET company

IP

Internet Protocol

ISP

Internet Service Provider

LAN

Local Area Network

RJ45

Registered Jack 45

SMTP

Send Mail Transfer Protocol

SPB-25®

Safe Protect Box 25®

TCP

Transmission Control Protocol

WAN

Wide Area Network

Wi-Fi

Wireless Fidelity
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2 Installation

2.1 Physical Connections

To start installation of the SPB-25®, see the figure below.

Internet cable disconnected
Laptop used for installation from WAN interface
LAN interface

192.168.0.1/24

192.168.0.2/24 :

Intranet cable disconnected
‘ from LAN interface

Don’'t connect the WAN (Red) interface of the SPB-25® to your equipment. You only need to connect a
laptop to the LAN (green) interface of the SPB-25®. Make sure that you are using at least certified category
5 Ethernet crossed cables. For the interfaces connectors of the SPB-25®, see the figure below.

Wi-Fi Wi-Fi
Antenna Antenna
(optional) DMZ AUX LAN WAN (optional)

Senal Power/ DC12v
Console Resat Inpeut
Port Button

Convention :
WAN interface is figured in RED.

AUX interface is figured in BLUE.

Note: Don't take into account the labels “ETHXx” figured on the SPB-25® box. Don't connect the WAN
interface to the gateway until part “4.ACTIVATION".

2.2 Startup
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Prerequisite: you must know your ISP’s public IP address. We strongly recommend that you use a static IP
address (business-type line) to avoid using a DynDNS, which does not currently guarantee immediate
updates.

Power on SPB-25® by pressing the “Reset button” once.
Please note that the SPB-25®'s LAN IP address is 192.168.0.1/24 by default.
Wait 3 to 5 minutes and after a bip, the SPB-25® is running and ready for the next step.

Connect your laptop’s Ethernet interface to the SPB-25® LAN interface shown on the figure from previous
page.

The laptop’s IP adress and the SPB-25® LAN interface must be in the same network: between 192.168.0.2
and 192.168.0.254 (see our example):

Laptop’s IP address: 192.168.0.2/24

Default Gateway: 192.168.0.1

2.3 Interface Access

The SPB-25® Web interface was tested with different browsers on different operating systems such as
Internet Explorer, Netscape, Mozilla, Firefox, and Safari.

Launch a Web browser, and then connect to our private site using the following URL address:
https://192.168.0.1:4445

The SPB-25®’s interface is protected. To access to it, you must accept the certificate as displayed below.

[Jasurit;.r Al mi

ri?‘l Information you exchange with thiz site cannot be viewed or
?. changed by others. However, there is a problem with the site's
; security certificate.

The zecurity certificate was izsued by a company you have
not chosen to trust, View the certificate to determine whether
wou want to bugt the certifwing authority,

a The zecurity certificate date iz walid.

The name on the security certificate is invalid or does not
match the name of the site

Do you want o proceed?

‘fes ] [ Mo l [View Certific-ate

Confirm this certificate.
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Enter “Admin” as username, “safebox” as password and click OK.

r Gonmect to 192 1680511
I'E‘.Il ?:"
Restrictad
. [re=1]
Iser narne: ﬂ gl
Passward:

[ IRemember my password

[ oK J [ Cancel

The following screen will appear.

L] H:
~ROTecT SYSTEM lome

Mo cable
Local Network Safe-Protect Box Gateway Inte_rnet Test
disabled

192.168.0,1/28

MNetwork Setup Backup Refresh infos from private space

15:01:06 up 3:37, 0 users, load average: 0,08, 0,02, 0.01

— Options
I services Monitoring
I” Graphs

[T Loags

The local network is connected to the LAN interface of the SPB-25® (it is currently restricted to your laptop
and its IP address is 192.168.0.2/24). The cable connecting the WAN interface to the Internet access router
must still be disconnected.
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3 Network Setup

Select “Home” in the menu “System” and open the network configuration settings by clicking on “Network

Setup”.
To set up your SPB-25® correctly, follow the six steps described below.

3.1 Step 1: Format the Network Interface

—Step 1: Layout of network interfaces

Wi-Fi Wi-Fi
Antenna Antenna
(optional) D'qu AUX L“!\H WAN (optional)

Serial Powes/ DC 12v
Console Resel Inpuit

Port Button
Options
Use Qrange Use Blue Activate ISP
’7 O interface O interface O Failover
ISP Failover, and AUX interfaces are all inactive by default.

Leave the three following options unchecked at this time:
- “Use the Orange interface”

- “Use the Blue interface"

- “Activate the ISP Failover"

Note: DMZ and AUX interfaces can be used to set up a DMZ or another LAN. For ISP Failover, two Internet
access routers are physically connected to the same SPB-25®. For example, the main router may be
connected to the Red interface and the secondary router to the Orange or Blue interface. If you were to
connect your secondary router to the Blue interface, you would only be able to use the Orange interface to
set up a second LAN (DMZ). ISP Failover is in Active/Active mode.
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3.2 Step 2: Enter Contact Information

You received from your reseller a login and a password for the SPB-25® activation on line by email.

Dear Lastname Firstname,
/Imessage welcome!l/[??7?

We inform you that your SPB-25® has been activated.
For finalisation, please access to the SPB-25® admi nistration page to create a
new account or link it to an existing account.

Sincerely yours,

_ SarFe
PROTECT

49, rue Jean Jaures
94230 Cachan
tel : (+33) (0)1 46 63 86 92
http://www.safe-protect.com

Enter this information; it will enable you to receive options and application updates for the SPB-25®.
Enter the email address of the person that will receive emails about your SPB-25®.

Complete your SMTP settings to be able to receive all the notification emails (antivirus expiration, service
failure...).

—Step 2: CONTACT INFORMATION

Administrator ident:

AAAAACACICACACAR

Usernarme Iusername Password

Ernail |myemai|@companyname.com

Smtp settings:
Use Smtp authentification: I

Smtp server address: |Smtp.c0mpanyname.cu

Smtp server port: | 25

Srmtp login: |mysmtp|ogin

Srtp passwoaord: IW
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3.3 Step 3: Configure Internet Network Settings

By default the WAN interface is in DHCP client mode and automatic DNS. You were provided a static IP
address by your ISP. Select “STATIC IP ADDRESS” and click on “Additionnal WAN Options” and enter the
network settings provided by your ISP.

—Step 3: INTERNET NETWORK SETTINGS

¥ STATIC IP ADDRESS
" DHCP CLIENT

C PPPOE

ISP name |isphame IP Address | 81.255.209 61 Gateway |31.255 209 60 Netwark Maskl f30 (255255 255 2527 j
DNS1 [&1.255.209 60

DHSZ |

Failover Netwark mask I

Failover DMNS1 I

Failover DNS2 I

Cloze |

3.4 Step 4: Configure Local Network Settings

Click on “Additional LAN Options” and enter your internal network settings.
Enter the new IP address of the SPB-25x (see our example).

IP address: 192.168.20.1

Network Mask: /24 (255.255.255.0)

Step 4: LOCAL NETWORK SETTINGS
IP Address f132.168.20.1 Network Mask | /24 (255.255.2550) =]

Appliance Mame Imysafebox

Domain Mame Imydomain

Close |

3.5 Step 5: ESET NOD32 LICENSE

You were provided Username, Password and license file attached to an email from ESET.
Write this information down and upload the file.

—Step 5: ESET NOD32 LICENSE

ESET
Inactive ESET NOD32 Antivirus license
Username [EAv-n0106057 |
Password | |
Upload ESET MOD32 Antivirus license file |C:'\,DDc:umentS ard Settir" Parcourir..i

This screen appears if the upload is successful.

Info

ESET NOD32 Antivirus license file has been uploaded successfully

9/15



3.6 Step 6: Save and Back Up Settings

Step 6: SA¥YE AND BACKUP PARAMETERS

Save Configuration o Do not backup configuration {not
recomrmmended)

@ Saving network configuration and automatic backup of your setup will
take some time

Click on “Save Configuration”

The following screen will appear:

Metwork configuration has been saved and backed up successfully

Haost Mame | [ Test Connection

It seems that your WAN network cable {Red) is not connected, please check.

A

Mo cable
Local Metwork Gateway Internet
192.168.20.1/24

ESET
MOD22  Active ESET NOD32 Antivirus license {expire on Sun Mar 1 01:00:00 2009)
Antivirus

@Some services need to reboot the appliance

You have now finished configuring the local network.
You can now connect the WAN Interface of the SPB-25® to your gateway.
Click on"Reboot".

Note: Before rebooting, note that the gateway is still figured with a red cross and the label “ESETNOD32
Antivirus” is not figured, after reboot the SPB-25® will be figured with a green cross and with the antivirus
label.

The reboot will take approximately 5 minutes during which you can reconfigure your laptop’s IP address to
be compatible with the LAN address that you defined (see: part 3.4 Step 4).

In our example:

SPB-25® IP address: 192.168.20 .1/24
Laptop IP address must be in the range: 192.168.20.2 to 192.168.20.254 (here we use 192.168.20.2/24).
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4 Activation

4.1 Internet test connectivity

In our example, we have configured the laptop’s IP address as 192.168.20.2/24.
Enter the following URL in your browser https://192.168.20.1:4445 . After you re-enter your login and
password, the screen below will appear.

— Status

Connected (0d Oh Om 15)

ESETNOD3Z Antivirus

Local Network Safe-Protect Box Gateway Internet Test

disabled
192,168, 20.1/24 g1.255.209 61 &1 255 209 60

Metwork Setup ][ Backup ][ Activate appliance

15:31:52 up 12 min, 0 users, load average: 0.28, 0.13, 0.09

— Options
[] Services Monitoring
[ ] Graphs

[] Lags

Note : Now the "ESETNOD32 Antivirus” and the green cross on the SPB-25® are figured.

To enable Internet Test Connectivity:
-Select “Settings” in the menu “System” to get the following screen:

[ pisplay hostnamne in window title

[ Refresh index.cai page whilst cannested
Global Settings
Enable test connectivity  Address: www.google.com|
u wish to use: | English (English) +
Sound
Beep when the appliance connects or disconnects
Restore defaufts

-Select the option “Enable test connectivity, enter any URL for the test and press “Save”.
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-Return on “Home” ” in the menu “System” to get to the following screen:

— Status

Connected (0d Oh Tm 12s)

ESETNOD3Z Antivirus

Local Metwork Safe-Protect Box Gateway Internet
192.165.20.1/24 1255209 .61 &1 255 209 50 g8 162232410

Metwark, Setup ][ Backup ][ Activate appliance

15:39:04 up 20 min, 0 users, load average: 0,00, 0.06, 0.07

— Options
[] =ervices Monitaring
[ ] Graphs
|:| Lags

The earth with the green cross shows that the internet connectivity is enabled.

4.2 Activate appliance

Note: you can only activate your SPB-25® if it can connect to our server 81.255.209.61 through TCP port
27632. You need to verifiy this connectivity if your SPB-25® has to go through another Firewall to access to
the Internet. If you have a direct connection to the Internet, you don’t need to test this connectivity.

-Select “Home” in the menu “System”:

Click on “Activate appliance” to retrieve your SPB-25®’s authentication information.

The screen below appears:
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— Status

Connected (Od Oh 11m 15s)

L § @

Local Metwork Safe-Protect Box Gateway Internet
19216820, 1/24 192.1658.0:94 192.168.0.55-NAT 88.162.232.110

MNetwark Setup | Backup | Refreshinfos from private space |

10:59:57 up 11 min, 0 users, load average: 0,21, 0,15, 0,13

This screen shows you that the “SPB-25® has been activated with success”.

You can check to see if the activation has been taken into account by clicking on “Network Setup”: your
“Contact Information” should be displayed and not modifiable.

—Step Z2: CONTACT IMFORMATION

Company |clientcompany

First narne Iclientﬁrstname Last narne |clientlastname

address  clientadress

Pasteeds | city [clienttann state [client Country [clientcountry
ok - ;
phone IClIentpthE Mahile phone I
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5 Final Connectivity

Your SPB-25® is now enabled. Disconnect your laptop’s Ethernet interface from the SPB-25® LAN

interface.
You can finally connect WAN and LAN interfaces as shown in the diagram below.

81.255.209.61/24

192.168.20.1/24

192.168.20.1/24 to 192.168.20.254/24

o
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6 Reset Button Options

Below is a list of the Reset Button options (“PWR” label, on the back of the SPB-25®).

Number of times to Action

press the Reset Button

1
2
3
4
5
6
7
8

None

Shut down SPB-25®, no modification of the configuration.
Restart SPB-25®, no modification of the configuration.
Refresh the SPB-25®’s DHCP on WAN interface.

The SPB-25® plays the WAN IP @ (serial of bips).

The SPB-25® plays the LAN IP @ (serial of bips).

Interface password is reinitialized to “safebox”.

Reset to factory default configuration, need intervention from
Safe-Protect (SPB-25® not activated any more).

| Note 1: Every octet is played digit by digit; therefore the number “0” sounds like 10 low bips.

Note 2: Here is the meaning for “resetting to factory default configuration”:
IP lan (green): 192.168.0.1/24.

ipwan (red): dhcp.

Configuration tuned by client: fully erased.

Only default modules available.

SPB-25® still activated IF activated by client before resetting.
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